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Bruker Information Security Policy

The Bruker Information Security Policy applies to Bruker' and applies to all employees, contractors,
consultants, temporary and other workers, including all personnel affiliated with third parties.

This Information Security Policy is based on the Bruker Information Security Guiding Principles. The
following information security objectives are achieved through the implementation of our Information
Security Guiding Principles, which includes security standards, procedures and guidelines developed in
accordance with ISO 27001.

It is Bruker's policy to:

- Meet all Information Security requirements under appropriate regulations, legislation,
organization policies, and contractual obligations.

— Ensure that information is accessible only to those authorized to have access.

—  Ensure that information and associated assets are available to those who are
authorized.

— Report all breaches of Information Security to the Bruker Information Security Organization.

- Test the effectiveness of implemented technical and organizational measures by conducting
regular penetration tests and tabletop exercises.

— Address the information security for all our services and processes to ensure that
risks are identified and appropriate controls are implemented and documented.

—~ Provide a protected working environment for staff and contractors.

— Require all third parties, that are working on our behalf, to ensure that confidentiality, integrity
and availability requirements of all business systems are met.

— Define an information classification scheme describing classes and how information of
a particular class should be managed (stored, accessed, transmitted, shared, and
disposed of).

— Provide appropriate Information Security training for our staff.

— Promote this policy and raise awareness of Information Security throughout Bruker.

Subject to applicable laws, Bruker reserves the right to inspect any data stored on Bruker computer or
telecommunication systems or transmitted and/or received via Bruker's networks.
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Roger Hauck
Global Director Information Security
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